Experimental Section
under an oxygen atmosphere for 20 min to 2 h, or reacted at a relatively high temperature (55 C-85 C) for 10-20 min.
For other phenol/amine nanofilms, phenols/amines were dissolved in same Tris-buffer solution with a concentration of 2 mg/mL respectively. The substrate and solution were settled under an oxygen atmosphere for 0.5 h. Then, nanofims were immersed in a 2.5% glutaraldehyde solution under 50 C for 20 min, followed by post-treatment in an oven under 50 C for 20 min. The as-prepared films were washed by deionized water and reserved in the water for following characterization and test.
Characterization
The surface morphologies of nanofilms were observed by field emission scanning electron microscopy (FESEM, Hitachi, S4800, Japan) and the surface chemistries were revealed by X-ray photoelectron spectroscopy (PerkinElmer, USA). The water contact angles were detected by a contact angle system (MAIST Vision Inspection & Measurement Co. Ltd., DropMeter A-200, China). The surface potential was measured based on a streaming potential method by an electrokinetic analyzer (SurPASS Anton Paar, GmbH, Austria). The electrolyte solution is KCl solution with a concentration of 1 mmol/L, and the pH was adjusted by 0.1 mol/L NaOH and HCl solutions during the measurement.
Separation performance evaluation
The separation performance was evaluated in a cross-flow flat module with an effective area of 7.07 cm 2 . The feed solutions were prepared by dissolving various dyes and salts into the deionized water. The concentration of dyed solution is 0.1 g/L while the concentration of the saline solution is 1 g/L. Before the test, the nanofilms were pre-wetted by a mixture of ethanol/water (the volume ratio is 6:4). Then, the nanofilms were pre-compacted under 0.8
MPa for 1 h until the stable flux and rejection. The filtration experiments were operated under 0.6 MPa at 25 °C. The water flux was calculated by the following equation (Eq. S1):
where Q is the detected water flux, A is the effective area and t is the permeation time. The rejection was calculated by Eq. S2:
where C 
Calculation of surface adhesion work
The surface adhesion work of PDA/PEI nanofilm on polymer substrates can be calculated according to the following equation:
(Eq. S3)
where , , are the nonpolar components of surface tension for water, substrate and film, and , , are the polar components correspondingly.
To obtain the and , we detected the contact angles of water and diiodomethane on the free-standing PDA/PEI nanofilm surface prepared as described in our previous work (RSC Adv., 2014, 4, 45415) . The PDA/PEI surface towards air is very smooth. Therefore, the surface can be regarded as an ideal smooth and flat surface. The measured contact angles are  (H 2 O) = 64 and (CH 2 I 2 ) = 47, and and can be calculated as follows: 
Detailed discussion about the effects of solution composition on nanofilm performance
The solution composition has complicated effects on film structure and final separation performance. Therefore, we investigated the influences of solution composition, including polyphenol/polyamine ratio, initial concentration and combination, on structure and sieving capacity of the nanofilms fabricated under ambient conditions. The nanofilms showed a good rejection to divalent cations such as Ca 2+ and Mg 2+ , which can be rationalized by the highly positively charged surface of the nanofilms originated from the rich amino groups in polyamines. We measured the Zeta potential of the PDA/PEI films with an initial DA/PEI ratio of 1:1, which is around 30 mV under the filtration conditions ( Figure S12) . Therefore, the MgCl 2 solution was selected as the feed solution to evaluate the ion rejection of nanofilms in our experiments. Before investigating the effects of solution composition, we identified the optimal reaction time for film fabrication ( Figure S15a) . For the solution with a DA/PEI ratio of 1:1, the MgCl 2 rejection was promoted from 56.3  13.7% to 92.6  1.5%
when the reaction time increased from 2 h to 8 h, with the decrease of permeate flux accordingly. More specifically, the salt rejection was significantly improved at the early stage, while it changed slightly but with dramatically flux decrease after 6 h, caused by the rapid growth of film at the following stage arising from the large particle aggregation. As a result, we selected 6 h as a proper reaction time under air atmosphere and room temperature.
Then we investigated the effects of DA/PEI ratio on nano film structure and performance ( Figure S15b) . Both high and low DA/PEI ratios result in a salt rejection lower than 80%.
The nanofilm with a DA/PEI ratio of 4:1 is thick but with loose particle-packing structure, leading to the undesirable decrease in both water permeation flux and salt rejection. On the other hand, the nanofilm is too thin to reject the ions when the DA/PEI ratio is 1:2 in the Scheme S1 The reaction mechanisms between DA and PEI. 
